Cloud computing provides a way for secure data sharing, where data should be converted into ciphertext forms before uploading to the cloud servers. At the same time, we need to compare the data on many occasions. Although the privacy is enhanced when data is encrypted, the comparison of encrypted data is inconvenient, especially the data encrypted by different keys. The techniques for secure comparison of ciphertexts are a hot research topic both in the academic research and the industry practice. However, to the best of our knowledge, only a single user's data encrypted by a single key can be compared in the existing schemes. In this paper, we design the first comparable encryption scheme among multiple users, and a novel token transformation technique is provided. In our scheme, different ciphertexts encrypted by different keys can be compared with each other by using our new algorithm and token transformation method. In addition, the security and verifiability characteristics of our scheme guarantee that users can easily verify the comparison result, and the value of the data will not be revealed. Finally, our scheme is flexible, which can be widely used in cloud computing.
Introduction
Cloud computing, as the latest computing paradigm, enables to provide reliable, customised and high quality of service for cloud users and has gained much popularity in the recent years. It can be used to maximise the effectiveness of the shared resources among multiple users, which also supports on-demand dynamic resource reallocation. At the same time, cloud servers provide platforms for users to store and share their large amounts of data. Although there are a lot of benefits, cloud servers will not always be honest, and some sensitive data should not be exposed to them. Therefore, there is a serious concern of individual data privacy, when storing and sharing data in the cloud.
The key to solving the security problem in cloud computing environment is data encryption techniques. And data will be stored in ciphertext form. One of the encryption techniques for private data comparison is order preserving encryption (OPE), by which users can conduct the comparison without decrypting the ciphertext. Furukawa (2013) pointed out that in OPE scheme, if the ciphertexts are fullfilled in the domain, the corresponding relationship between plaintexts and ciphertexts will be leaked. Furthermore, Furukawa proposed a request-based comparison encryption scheme, but it can be used only for a single user, which means the designed scheme is only applicable for ciphertexts encrypted with the same secret key.
It is not practical that all data are encrypted with the same key. In order to ensure privacy, different data should be encrypted with different keys. Therefore, it is essential to conduct data comparison of the ciphertexts which are encrypted under different keys, which is usually used in many cases:
• Medical data: Hospitals need to send the encrypted data to a cloud server in the cloud environment. The encrypted data contains the number of patients of each department. The administrators of hospitals make comparisons between their own and others' in numbers of pregnant women who gave birth in the last year. If more children are born in other hospitals, they need to think about how to change this situation or improve the environment, improve their health service or introduce more medical professionals.
• Drug supply: Drug suppliers need to know whether they should distribute drugs to hospitals. So they provide a numerical value, and do a comparison with the number of drug dosages in each section of every hospital. Meanwhile they keep a record of any section or hospital whose drug dosages are more than the given value, then distribute the prepared drugs to the target section of hospitals.
• Sales: Some salesmen will compare monthly sales between their own and others'. For instance, clothes in silk have lower sales this month. With an expected value, salesmen will check out whether other salesmen have lower or higher sales. If the values of others are lower than the set value, it shows people do not like this type of clothes, and no more supplies for those clothes, they will sell these clothes in discounts. However, if the values of others are higher than the expected sales, they will change the modes of sales, or adjust their prices.
From these examples, we could see that it is necessary to design a comparable encryption scheme supporting multiple users.
Our contributions
We consider the multi-user scenarios. It is significant and realistic to study the ciphertext comparison with multiple users.
• the first ciphertext comparison model supporting multiple users with two non-colluding cloud servers in cloud computing is proposed • a comparison scheme is proposed, which enables multiple users to compare their encrypted data without leaking the value • a novel token transformation method is provided, so that users can compare their encrypted data with the ciphertext generated by the transformed token • users can verify the correctness of the comparison result without knowing any information of other users' data except the first different bit.
We improve the comparable encryption model to two noncolluding cloud servers. Users can easily verify the comparison results returned form the cloud servers. And the removed users cannot implement the comparison anymore even they collude with one of the cloud servers.
Related works
Cloud computing provides a fast and convenient service for people, and service-oriented computing becomes a promising research area (Zhang et al., 2014) . A large number of network computing resources are connected together and a huge computational resources pool is made. It provides a reliable and secure data storage centre, and data of different owners can be easily shared. There are a lot of research works on cloud computing (Wang et al., 2015; Al-Said et al., 2015; Chen et al., 2015a Chen et al., , 2015b Chen et al., , 2015c Caragnano et al., 2015) and its practical applications, such as outsourcing computation (Xiang and Tang, 2015; Chen et al., 2014a Chen et al., , 2014b Chen et al., , 2014c Li et al., 2015; Ye et al., 2016) . However, users lose control over the data. In order to guarantee the security, the data is encrypted before it is stored in the cloud. To protect the confidential data stored on cloud servers, encryption is a straightforward method (Popa et al., 2013) . Anyone who does not have the right key cannot obtain the user's data. Another approach to protect sensitive data is access control, such as Hohenberger and Waters (2014) , Naruse et al. (2014) , Parno et al. (2012) and Ying et al. (2015) . Song et al. (2000) proposed a searchable encryption scheme for encrypted data. After that, many searchable encryption schemes are proposed (Bellare et al., 2007; Curtmola et al., 2006; Wang et al., 2013) . Order preserving encryption (Agrawal et al., 2004; Boldyreva et al., 2009 Boldyreva et al., , 2011 ) is one of the methods to implement the comparison and search of ciphertext. It is a technique that enables people to recognise the numerical order of data without decrypting the ciphertexts. However, in OPE scheme, when the domain is filled with encrypted data, an attacker can easily identify the ciphertext with its corresponding plaintext. Furukawa (2013) proposed a request-based comparable encryption scheme, which can address the problem of OPEs. In Furukawa's scheme, two ciphertexts can be compared by using their tokens. This means without a token, adversary cannot do the comparison of two encrypted data. Chen et al. (2015a) give a comparable encryption scheme by using the sliding window method, which improves the efficiency of comparison and reduces the computation in generating the tokens and ciphertexts and also saves storage space in the server.
All of the above works are done in the single user circumstance. However, comparing with other users' data is often needed in our real life. It is necessary to study the comparison technique for different ciphertexts provided by different users.
Organisation
The rest of the paper is organised as follows: some preliminaries are given in Section 2. Our comparison scheme with multiple users is proposed in Section 3. User addition and revocation are shown in Section 4. The security analysis and efficiency analysis are given in Sections 5 and 6. And the conclusions are made in Section 7.
Preliminaries

Bilinear maps
Let G 1 , G 2 be the cyclic groups of prime order p, let g be a generator of G 1 , and e : G 1 × G 1 → G 2 be a map with the following properties.
e(x, y) ≠ 1 3 computable: for all x, y ∈ G 1 , e(x, y) has to be computable in an efficient manner.
Comparable encryption
Follow the definition of Furukawa (2013), comparable encryption is composed of four algorithms, Gen, Enc, Der and Cmp.
• Gen: inputs a security parameter λ ∈ N and a range parameter n ∈ N, outputs a parameter param and an master key mkey. n is included in param 
hold with overwhelming probability.
Comparison scheme with multiple users
System model
There is a group of users who want to do some comparisons with their different categories of encrypted data, which are encrypted under different secret keys and may be shared in different stages. In this case, every user will encrypt his/her different categories of data with different private keys, and when some categories of encrypted data need to be shared for comparison, he/she should provide some side information to help other users generate the transformed tokens which can be used to compare with his/her encrypted data.
In order to compare with other users' encrypted data, a key distribution centre (KDC) is introduced to generate the users' private keys. And the private keys are used to generate and transform the tokens. Table 1 Notations
Some notations are list in Table 1 .
• the key generation algorithm G(•) is run by KDC to generate the users' private keys • the token generation algorithm f(•) is run by users to obtain the comparable tokens
• the transformed algorithm T(•) is run by users to get the secret keys which will help them to generate the comparable tokens used for comparison with other users' encrypted data • the comparison algorithm C(•) is run by cloud servers to determine which encrypted number is larger.
The system model can be described as follows.
• Setup: KDC runs G(•) to generate the private keys
• Token generation: U i generates the tokens of his/her encrypted data with K (i) and sends them to cloud server, then generates the transformation key K i which is associated with K (i) and will be used to help other users generate the transformed tokens that can be used to compare with his/her encrypted data.
• Transformation: Other users run the transform algorithm T(•) with their private keys and the U i 's transformation key to obtain the secret key which is used to generate the transformed token.
• Comparison: The cloud server makes some comparisons to find out the first index t in which different c t and t c′ appear. And then it will output which number is larger with the corresponding v t and .
t v′
Our model is illustrated as Figure 1 . In this model, there are three parties, i.e., KDC, Cloud Servers and Users. The private keys generated by KDC are used in two ways. They can be used to generate the tokens of encrypted data and the transformation key. And along with other users' transformation key, they can create the transformed tokens which The transformed token is
Our comparable encryption scheme
Our comparison encryption scheme with multiple users can be described as follows.
• Setup: Let g is a generator in G 1 , KDC generates a bilinear cryptosystem, e :
are two cyclic groups of the same prime order p. KDC publishes (G 1 , G 2 , g, e) as public parameters.
KDC randomly chooses a 2 × 2 full rank matrix Then
The output ciphertext is ( , )
. Then server 1 sends V j and T j to user U j , and server 2 sends v j and Cmp to user U j .
• Verification: When user U j receives V j , T j , v j and Cmp, ( , (2, 0, 0))
The new ciphertext is In this way, the two servers can update the ciphertext.
Security analysis
Theorem 1: The proposed comparable encryption is complete as long as Hash H(·) is a pseudorandom function.
Proof: We assume the ciphertexts ciph is generated form num and ciph′ is generated from . num′ Theorem 2: The attacker can not get any more information except the first different bit even if he/she colludes with one of the servers.
Proof: In all the steps, the Token, c i , e i , v i are generated by the non-collision hash function H(•). Only the ciphtexts are uploaded, the attacker cannot get the original number.
In token generation phase, the master key mkey is randomly chosen by user. In ciphertext generation phase, I i and T i are randomly chosen. We obtain V is for verification, no information is revealed. In the comparison phase, I i and T i will be used in the comparison of every bit. One of the servers will abort the scheme. Since no more I i or T i can be obtained, attacker can not get more information even if he/she colludes with one of the servers. Hence, no more information is leaked besides the difference of the first different bits.
Theorem 3: The removed user cannot get the correct key to transform the token.
Proof: When U j is removed from the group, KDC randomly chooses another 2 × 2 full rank matrix 
. 
Efficiency analysis
We assume there are n users in the group. The computation cost in the initial phase is shown in Table 2 , where m is the number of components in tokens, n is the number of users. We assume U 1 is removed from the group with n users. The computation cost in the user revocation phase is shown in Table 3 . We implement our mechanism using C language and pairing-based cryptography (PBC) library. We set m = 10. The testing activity has been carried out on a computer with Intel (R) Core (TM) i5-3210M CPU processor running at 2.50 GHz, having 4 GB of RAM. The time cost of each phase are shown in Figures 2 to 5.
Since a large amount of computing tasks are taken by KDC, the computation resources of users are saved. 
Conclusions
In this paper, we propose a new comparable encryption scheme with multiple users. In our scheme, we introduce a new party KDC to distribute users' private keys, and give a novel token transformation technique. With this new technique, different users can compare their data which are encrypted with different keys. Obviously our scheme has very strong practicability.
